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WHAT YOU'LL LEARN

Thits training perogram & specially dessgnad for professionals cusranthy
warking in the IT industry as well a3 ndiadusly preparing to enter the
netwworking and cybersecusity hield. Our prirny locus is 1o help you
bl practical, real-world Fortinet Firewall ialls with a strong
industry-oriented approach

As a 100r% industry-fpcused training program, this course provides
hands=on knowledge from the fundamentals o advanced FortiGate
Fingrwall wnphemantatcn, conhguriieon, and inpuibeshostng

Tha training covers B wide range of topics, including FortiGaie
mntnodiuctaon snd Lah $etup, Badscs with GUT and CLL P dtatic and
default routing, none implementation, Pvd RIP and OSPF
implemeniation and troubleshooting, 1Pvd 15-15 implementation and
trowbleshosting, IPvd BGP implamantation and troublishooting, snd
1P link mociloding. You will sito gain knowledige about IPvE RIPRg
and OSPF3 implementation and troubleshooting, 1P E5-E5+6 and
MP-BGP Emplementation and troubleshooting, as well as nebwork
sifdress Uramilation (NAT] on both IPvd and IPvG, user group
authentication, and site-to-site WPHS wsing warious configurations and
dwsices. Additionally, the iraining covers topics swuch as iranspanent
findrweall, vartual wine deployment, hgh svalability (HA), senaeer load
balancing (SLBE), admin profiles, VRRP, ADVPHN, Dialup VPN, S5L VPN,
S0-WAH, FE50, VDOMs, link aggregation, redundant interface,
oiniral management, and parallel path procesting.

@ HowvouLLBeneFT [ EEETas

FOATIET -

This training program goes beyond traditional wirtual lab emironments by il “.:IIH IH
pronvicling ol socids o nesl Fortifate Fanewall diniois, includicg

medels such as FortiGate 40F, 930G, and 200F, allowing you to gain FEIATIET B

handi-on experiencs with enterpriss-grade firewall technologies. e 1 1 — i mEE .

Key Benefits of This Training

oy SN
B

Real Firewall Strong Practical Real-¥World Adhvanced Metwoark Career Growth &
Hards-Gn Skill ity & Secuwity Il usiry
Experience Developrment Kol edge Expartize Readiness

Outcome of the Training
By thes ¢nd of this program, you will be able 1o design, deploy, configuee, troubleshoot, and |
manage secure network infrastrectunes using FortiGabe Firewall, belping onganizations _:-‘

profect their systems from ewolving cyber threats whille strengthening your professional h
CREET iF Etwork Secuity. Emg

WEB : EMAIL : TEL :
wiww.academy.oneaccess. [k academy@oneaccess. |k +94 702122214 | +94 763008308
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WHO SHOULD ENROLL -
FORTIGATE FIREWALL TRAINING

This training program is ideal for:

ﬁ- STUDENTS & ACADEMICS

» University Undergraduate Students in the fields of;
- Irlormation Techrokogy
- Metworking
= Cybarsacimity

o Lecturers who requing practicsl configuration krowledge
and advaroed hand-on experience in netaork security.

[T & NETWORK PROFESSIONALS

» Metwork Security Adminiiratons .
* System Administrators - I:_ | 293
* Firewall Administrators "'iﬁi @ :‘.‘{i —@ A

]
* Mebtwork Secunity Enginesrs

[

. HIGH DEMAND  STREMGTHEN CARFER T TR PRACTICAL
* 1T Managers SHILLS METWWORE QREANTH RECOGHIZED HAKDS- 0N
» SOC Engincers SECURITY EMOWLEDGE — EXPERIENCE

+ MNetwork Enganesrs

= Metwork Administrators
» Mtk Support Technicians = RTIRET
* Halp Desk Technicians

= [Interns, Trainees, and Azsociyie-Level Enginears
in networking and cybersecurity.

s R T

E\ﬁ CERTIFICATION CANDIDATES

« Individuals planning ta take Fortinet 'x ==

EE
NSE Certification Examinations. o -

\\ st '...... ________-_-_-_---‘

BUUHSE [EL?_[I] ) Fami_liarir'_.' '.!_.lilh rletwurting E{lncept-:-'..f.U::h 35
PREREDUISITES routing, switching, and |P addressing is recommended.
=

st
‘-
“®

0 Basic understanding of network security fundamentals is required.

WEB : | EMAIL : | % TEL:
www.academy.oneaccess. |k g academy@oneaccess. |k : +04 TO2122214 | +94 763008308
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TRAINING DETﬂ:ILS

« Complete Programme Information & Student Learning Experience -

O @ O ©

TRAINING NAME TRAINING TYPE BATCH INFORMATION TRAINING DURATION
FortiGate Instructor-Led "% 05" Bateh 04 Months

Firewall Training Saturday & Sunday (30-40 Hours)
Administrator (Classroom & Online)

e PAYMENT OPTIONS RECORDED VIDEQ LECTURES

B
£S5l = e [E‘-_:, YES - Lifetime access
Cath Credit Debit Barik EMI up to o via our Learning Portal
Flexibde & Secure Payment Methods

REAL FIREWALL LAB ACCESS

YES - Remote access to real FortiGate
Firenwall devices for hands-on practical
eXperience.

Srudents wall configure, troubleshast and manags
v Fewwinll ivinanimants unded the gusdancs of
industry -expenienced instrucions.

-+ STUDY MATERIALS INCLUDED -

=L MOTES & . EXam INTERWIEW
L EJ WORKBDOKS — HANDOUTS = FREPARATION - PREFPARATION
e MATERIALS MATERIALS

@ LEARNING PORTAL (LMS)

Access 1o a World-Class Learning Managamant
System (LM35) through a web-based portal
for continuous kearning.

kl | & | @ | &

Aocins Procaded Dommdogc] S5uddy Tras Vosa L=
Sy Breptimg Mstprdy Progeeun Cartdaater

m EMAIL ; | r& TEL :

wiww, Bcademy.oneaccess. ik scademy@oneaccess ik Sy #84 TOFIZEE1A | 454 TEI008308
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COURSE DETAILS / COURSE OUTLINE

FEIATINET

NS INTRODUCTION TO NEXT-GENERATION FIREWALLS (NGFW)

INTRODUCTION TO
NEXT-GENERATION
FIREWALLS (NGFW)
* What is a Frewall?
+ Evplution of Firewalls
(Traditicnal ve MGFW)
+ Types of Frewalls
(Packet Fitering,
Statehd, Proxy, NGFW)
¢ [Hole of Frewalls in

NGFW FEATURES

= dpplcation dwaneress & Control

& Inirusion Prinention System [IP5)

= Anthvins & Argi-Mabsare
Protecton

« 'ieh Filtering & Conbtent Control
= SSLHTTFS Inpaction

e e User identity & Authentication
+ Common Cyber Threats &

hmww o Trlfﬁi:ﬁhmhgﬁhﬂq-idﬂ-l
+ Inbrodisction to Seourity

Zonws & Policees. » Logpging, Moritoring
s Crerview of Leading & Reporting

Firewall Vendars.

UODNSIYAS FORTINET & FORTIGATE FUNDAMENTALS

LESS0H O01: INTRODUCTION TO FORTINET ECOSYSTEM

+  Inirochackion bo Fortinet

o Oworvira of Fertingl Products & Soluiosed

*  FortiGate Product Series & Modeh

¢  Unaderstanding Fortinet Security spproach

«  [Fartingt Product Inbegratian

o latroduction i Metwerk Security Architestune
+  Heal-World Enterprise Seourity Use Cases

LESS0N 03: FORTIGATE CLOUD OVERVIEW,
LICENSE RCTIVATION & FORTITOKEN REGISTRATION

R ORIl LICENSE ACTIVATION p i

OVERVIEW REGISTRATION

+ Wnirodtion 1 o FerliGate Begatation = Introduttion 1o FomiToke
Foriiate Choud Frocess . o

+ Dashbowd Overvew = Contracs Beghtration Austhartication (3FA)
B Maragations = Licarse Actbation & Conepts

+ Device Regysaratn Subncription ¢ FisniTishen Regassatn
Prooras Mgt Frocess

+ Rurmots Monsring * Setuly Jervice * User Binding & Activetion
& Logging Borchin » Aurhenticaton verdcation

= Laense Werdcation &

» Tronbdetooting
Tokeen hopae

WEB - | EMAIL :

www.acadery.oneaccess Ik

acadermiBoneaccess Ik

HARDWARE SPECIFICATINS

= Theoughpst & Performance
*  Firewall Ports & interface Types

DEPLOYMENT METHODS

Roubed kode v

A T = O, RAM B Seorags Cormacdiraticni
= Ergry-Lovvel v Entorpering Frpwall Modely
Inking Deployment + bigh dvalabity Pequrements
Edgs Friwall Dipphoyrrsnt + Powes Sapply & Recundancy
kterral Sagmaniation
Firewwvall
TWAR IFICAT
High Availabl SOFTWARE SPECIFICATIONS
(HA) Concepts »  Supporied Security Festures

+  Operating System & Finvesre Vercons
= Virtual Firevall Support

*  Cloud integration Capabiites

+  Contrabied Mansgesrt Suppot

* Reporting & Logging Features

4 LESSONS

LESSOM 02: CLOUD MAMAGEMENT & FORTINET CLOUD SERVICES

+  Inbrockuctom 1o Cloud-Based Secunity Mansgement
= Crprvigw of Fortinet Cloud Service
 Inbrddhaetion 1o Fortil e

+  Cenirakred Managoement Concepts

= Cloud Logging B Analytics

*  Romoto Dirdce Mesitoring

+  Clowd-Based Baclup & Configuration Management
= Security & Complisrce Comadenticnm

LESSON 04: UNDERSTANDING
THE FORTINET SECURITY FABRIC

+ Intreducteon to Seoanty Fabric
+  Seturity Fabie Architectuns
+ Serurity Fabric Compomenis
»  Device Integeation within Security Fabric
* Wity & Coentralited Security
+  fugomation & Threst intelligenoe
+ Endpeint, Network & Cloud Secwity Integration
= Gecurity Fabric Use Cases
+ Best Practices for Security
Fabric Daplayment

Q,, TEL:
\ +8d FOE122214 | +94 T63008308

.

it
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BT

e | 27

GITRSIEEY DEPLOYMENT & INITIAL CONFIGURATION

LESSON On:
EVE-NG LAB ENVIRONMENT
SETUP - PART On

+ ntroduction to EVE-RG

+ System Requirements & Installation
+  EVE-MNG Initial Setup

v Uploading FortiGate Images

¢ Condolo Acceds & Dundco Connipctivty
s HNetwork Adapter Configuration

+ Troubleshooting Initial Setup Issues

LESSON D4:
FIRMWARE UPGRADE &
DOWNGRADE PROCEDURES

Understanding ForiC5 Firraane Versions
Firrrrsvare Companibdlity & Upgracde Path
GUI & CLI Upgrade Mathods
Firrmaaee Dovengracs Procedunes
Bachngp Befione Upgrade
Firmwane Becowery Techniques
Troubleshooting Lipgrade Failares

- L] - - - Ll L

LESSON 02:
EVE-NG LAE ENVIRONMENT

SETUP - PART 02

+ Advanced Lab Topology Design

= Midti-Mobwork Environement Satup
+  Ieternagt Cormectivity for Virtual Labs
= Imprting & Exporting Lab Files

= Snapikat & Backup Management

. R S

* Troublpshooting Connactivity e
« [Best Practioes fior Lab bdanagement

LESSON 05:
ADMINISTRATOR
USER MANAGEMENT

s Adrerestrator Account Typas

s Croating & Maragersg Admin Users

= Rolp-Based Access Conteod (REAC)

i Bdiren Profiles & Pormessions

¢ Trusted Hosts Confagurarticn

s Multi-Factor darthentication (WIEL)

= Administrative Security Best Practices

(© 10 LESSONS

LESSOM 03:
CONFIGLURATION BACKUP &

RESTORE MANAGEMENT

+ Iimportance of Configuration Backup
+ Maruial Backgp Process

v Automatic Backup Strategies

¢« Corfiguration Retton Procedures
*  Backup Fle Management

= Configuration ersion Control

= Ry Vialicdation & Teiting

LESSON 0&:

LESS0ON O7F: LESS0M 0B: LESS0M 0%:
U? INTERFALCE TYPES & INITIAL FORTIGATE SETUP FORTILINK, VLAMS. INTERFACE ROLES
ROLES OVERVIEW UL/ CLINEL TIVITY, & LINK AGGREGATION (LACP)
OHCP & MANAGEMENT ACCESS)
INTERFALE TYFES INTERFALE ROLES = Iritial D Aooess LIME AGGREGATION (LALF
+ Pryrcal mtarlaes LN s Confgnaton = LANE VAN lsterfaes Configurion Istechartion, o Fortid ik ; & i
: F & IP Aahieess Assagreresnn Fesrtilini Corificgrabin
WLAN inferfscey 'I:;ll'-‘-'fniq.rﬁ:n i 3 e
v dagipeiats i Tatr - Comaimpli T T —— & R Balinlora] b Pinforafioraly
+ Loophach Insdaes * DwlomeiMmapeeenrestions . [t Configuration VLANS & INTERFACE POLES + LACP Toubleshooting
o Tolews Tk btedlscny » nterlece Security Bk Praciices = (L, HTTPS, $5H & Ping Accou + VLA Cawwmp. I Conbgpesian
»  Adbriritrative Acce Fedbr S & WAL Tageging B Sgivan e
»  Cornectivity Vierifation & Testing 3 il Rde Asiagpmed
LESSION 10- VIRTUAL LAB
STATIC ROUTING & POLICY-BASED ROUTING (FER) ENEERES Srmimararugest Ehapsioyrmgt
v In#isl FertiGate Condigpuraticn
STATIC BOLITRG FOLICT-BASED ROUTING (PER) = Backup & Rostors Practical
v Entrodurtion be Rsting n  etreadh e bs PBR = Freveware Upgrede & Recoeeny Simaslation
v IDafault Rowte Configearation v Tradhe Matching Corafitions . MMIHF#WM
+ Il gpday FLITRL E0afiEs s G- Bl Rosming o WLAMN B Intbiface Conligration
v Aybmerentratier Dolaeds « WEAN Path Sebeg e = FortiLink & LACP Deploymens
v Bounn derifation & Treubleukasating Lo Aalarsting & Fadener Condepts s Siwikc Rowie & PIE Conliguestion
v PR Troubleshooting #  Risal Fenreall Condaparaton & Troubleshoolng
Smc P
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DVRILE NETWORK ADDRESS TRANSLATION (NAT) & ROUTING

LESSON 01:
FORTIGATE TRANSPARENT
MODE CONFIGURATION

Ineroduction i Trarspanent Mode

Fouted Mode vi Trarsparent Mode

Use Cazes of Trarsparent Mode
Traniparent Mode Deployment Architectune
Interizce Corfiguration in Tranaparent bods
Managemant IF Canfiguration
Security Pobicies in Trantparent Moda
Traffic Flow & Pacioet Ingpection
Tranaparent Mode Troubleshooting

LESSON D&
STATIC NAT & DYMAMIC

NAT CONFIGURATION

STATIC WAT

«  One-te-Oes NAT Configuration
Fined Public IP Mapping

« Lo Caes of Static NAT

DYHAMIC MAT

= AT Pool Conliguration

+  PMultiple Device Traralation
n Chetbeaorsd Intgrnet Aeenid

LESSON 02:
INTRODUCTION TO NETWORK
ADDRESS TRANSLATION (NAT)

What i MAT?
Impartance of MAT in Metwork Security
Priwatir IP vi Pulblic IP Addreising

AT Crparstion & Packit Flsw

MAT in Ererprine Envirenimanti
Lourcs MAT v Destinatesn NAT Crarvaws

HAT Barit Pracicod

m LESSOM 05:

VIRTUAL IPS (VIPS) & DESTINATION
NAT PORT FORWARDING

Irviraduction e Virrual 1P (VIP)
WIP Configuration Process

+  Purt Farwardirg Coantopts

» Sirgh Posrt i Mutiphe Pasrt Ferwarding
Publisting Inbernal Servers
Wb Garver / BOF FOCTV Acoiis Configpeation
WP Troubleshoating

- -
- =
L1

FLERATINET

(O 08 LESSONS

LESSON 03:
MAT TYPES - SOURCE MAT (SNAT)
& DESTIMATION MAT (DMAT)

SOURCE WAT [SMAT)

-

"

£

Dyruamnic IF Traerelation
Outboird Traffic MaT
Irvbier des - Bactegne]. BT

IP Pl Condiguration

DESTINATION MAT (DMAT)

L]

Inbouna Traff: Trandlan o
Publig-to-Private IP Mapping
MAT Florw Anahysis

Sacurity Considerations for DMAT

LESSON Db
STATIC ROUTING CONFIGLRATION

Intrestuction ta Routing
Ssatic Route Conceplts
Default Route Configuration
Acdmiristrative Distance
Multiple Static Routes

st PriscerilEration

Gatrwary Reschability Testing
Satic Route Troubleshooting

LESSON O7:
DYMAMIC ROUTING PROTOCOLS (BGP & DSPF)

LESSON (:8:
POLICY-BASED ROUTING (PBR)

Static Fouting vi PER

PRE Traffic Matching Conditions
Spuroe: Baded Bouting

Wetdl Path Selecton

Load Balanging & Failorwar Concopts
PER Trobdgthooting

QEPF (DPEM SHORTEST PATH FIRST)
«  QSFF Concepte & Archibociune
o Ares Configuration

= CO5FF Hoighbor Relsticnships
*  Route Advertispmant

BGP [BORDER GATEWAY FROTOCOL)
= Introdhaction to BGP

= Internal vi External BGF

=  BGP Meighbor Conlfiguration

= Reute Exchange Contopts

= Routing Policy Control

WEB :
voww.academy.oneaccessllk |

Powered by

EMAIL : Q TEL :
acadermy@oneaccess & ey« 02123214 | +54 TEINEI08

ACCESS TECHNOLOGIES (PVT) LTD
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GUNTEIEES FIREWALL POLICIES & SECURITY PROFILES

LESS0N 01:

UHDERSTANDING STATEFUL &

STATELESS FIREWALL
QPERATIONS

lenresductaon to Firewall Procesang

Stabedul Firevwall Conospis
Enaleberis Frewall Concepti
& Sepgaon Tracking &
Connecnnd) Mediiiedd
Pzt beapection Methods
Sratedul v Suateleid
Compariaom

Real-World Firswall Processing
Exarmphes

Bast Practices for Security
Palbcy Detign

LESSON 05
SECURITY PROFILIES &

LESSON i LESSON 02:

INBOURD & OUTEDUND m FIREWALL FOLICY ¥5

FIREWALL POLICIES LOCAL POLICY
COMFIGURATION

|REDUN O POILIDIES

+ Ll slanaiog bbound Trate Fier
+  Pulplithing lnnereald Services Senmely
*  baerrert-ioe LM Seourny Rbss

+  Duatintioe MAT Corgaderations

FIREWALL FOLICY

o Tearsin Tralfer Pookicy Comnfigueatom
& Sastuity Divv-Baded Aocrii

= Lhar & Dervice-Based

Palicy Contral
QUTBOUND: POLICIES LOCAL POLICY
»  Lnaclerstancing Outboursd Traffic Flow = Agminhirathen Acoess
= LAM-So-inbermad Policy Configuration Baatrictiorn.
= Ieferrart Access Contrel o U, S5H, WTTIPS &
» Pevtricting Linauthorized Application Fing Access Control

s Trumted Moans Confuguraton

FIREWALL POLICY FOMDAMEMTALS = Eall

+ Scuarce, Destination & Service Olgects s
© Miuw, Couny & Schaduls Pelicies POLICY COMPARIZON
*  Policy Ordler & Rule Muaiching s Firewall Pobcy va Lesal
+  Loggerg & Mordionng Freeval Tafic Pobcy Dhffereroes
* Bewt Practices for
Situns Adoeii

LESSON D4 []? LESSON O7:
VERTUAL LAB - FRREWNLL FEAL FIREWALL

THREAT PROTECTION FOLICY & SECURITY PROFILE FEN[E-0N - LIVE
COMFIGURATION SCEMARIOS SECURIVY POLICY
ANTIVERLE, PRI CTON TR0 MEVENTIEA TYRTEM [0 COMFIGURATION
v B Denenon b Ppvrnan 4+ Theee Sgrarters Dwieoen HUANTIS-DN TIRTLAL PHYRCAL FORTIGATE
v Sgreter-Band Ry & Widngr bty Protecon LAE ERERLISES FRACTRCAL
+ (Charasrn B Thivan Harndleg Bk Pupsetoe Bachamaey = Practssl 01: S "
A e 5 MooeEieg Live Physical
WEE IR TR Pobicy Conkgueation g
FRE FRTEESNG
v sty Baved WAL F Saring & Praciasl OF & Paal Polary Capation &
v Wikt Aiwms Camiral v e Te Restricions Ilszasred MAT B Woedifaton
v Feaks Wosiporiieng Pt a Uiploud B Db Contrnl Stncurity Pokicy
v Dt Laalipe Froromdin & Dy Pl Dufbis e
DL, I NG ; =
ek Filtering & s Tipfli; Mosisoring &
 Bfliiraned, (Cho v, Proti s Bpgaier iy Commbrad .l'-uulau
T TR — SELSDN BEFIITION Les
+ Gomkam Flsiing v 96 v Ereypand ol bepaction E :_5':“ 0 * Troblethooting L
& Duip 1L Isapaonion Cansipas Betact Sacurity Rules
niFLE RO CowTi + Coicms Hersding & Bei
& gt hadkulny ik Wit —— s m‘“ﬁ = Rerabe Acoess Practical
« ucking Hightlisk Appications S5 lripection & Camibert
v amnbich Ui Ll Senure At Teitng

(O 08 LESSONS
m LESSOM 04:
FLOW-BASED & PRAXY-

BASED INSPECTION MODES

FLOWY:BASED INSFECTION

= Inbroduction to Flow-Based
Processing

+  Fagt Pedort Fapectasn

+  Parformands Advantiges
+  Rpal Time Theeat Dwbection

PREUXY-BASED INSFECTION

= Introduction 16 Praxy-Based
Proceiding

+  Dewp Packet Inspecton

+  Full Corent Scanning

+ Seomity ve Performance
Considaratons

COMPARISON

#  Flirw-Basod vi Proxy-Based
Inspescticen

+  Fsooeenevated Deployment
SoETid e

LESZON 08
DEFLOYMENT-RASED QIAT &
REAL-WORLD SCEMREID
ASSESSMENT

»  Firgwall Dapleyrmoent Soonarion

¢ Seourity Pokoy Troublashooting
Chappticr

= Thrsat Protection
Cann Sluckos

v Soena e Based Praccsl
Assossmaent

+  Real‘World Enterprive
Socumty Chalionged

+ Firal Knowledge Validation
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(RIS SD-WAN, VPN & VDOM

UHDERSTANDING MULTI-WAN
OVERLAY & COMFIGURATION
UMDERLAY HETWORKS
WAN FAILOVER COMOEPTS
*  Intraduction ta WAN Arckitectung * Prisvary & Secondary ISP Confgpraton
: + Link Monitoring Methoch
¢ What is Ussderlay Matveark?
i + Haahth Chack Mascharima
= 0l S Cmang ik T —

»  Traditional ¥if ws S0-WAMN

fpchibectune

s Tunnel-Basad Cormaciivity

Corints

AN Traripon Technologie

Beal-Workd Entevproe Wil Desagn

o Overlay & Underlay Teaffic

Floaw Arahynis

S0-'WAH HUB & SPOKE
ARCHITECTURE DESIGH

HIME & SPOKE TusNDAMIMNTALE

L

Eriepriss S0-WAN Topology Deign

LDAD BALAMCING DONDEFTS

+  Livadl Shiing Birbeiainh Moty ISP
& Tapifr Diineheigann Mathads

+  Sarpaapes Persanenoe

+ Performance Caemedanan

DOMFIGURATION & MAORITORING
v WdtiWAN eterlada Sebup

& VAR Mlareparing & Troublihaoag
+  Fadoronr Trpting B 'Wadudlegagn

m SO-WaH WITH
AUTO-DISCOVERY VPN
(ADVFH)

= Irvirgoksctson fo ADNPM

« Conteal Hub & Branch Connssiany * Dymamic VPM Turmel Crestion
v Teslfic Flow Botenson Brasschas & B no Sk B Soendo10- SEabi
+  Radundlsrcy & Fadereer Denign Conrectnity

EMTERPFEIZE DEFLOVMEMT

#

Pl gy Brgirariy Copremap bty
WM Optimization Srategies

5 Shoeroogt Turesl Escablaberan
& SDRVWEAN wath ADNFM nbegralse

= Tealhc Optimizaticn

v Sealsbslity Corrderses
s Bgalicrld SOARAM Dapleyrent = ADYPH Treubleshiating &
Teananca B Practaoes

m VIRTIAAL LAB = S0-WAN, VPH & VIOM IMPLEMENTATION

S0-WAN
FUHDAMENTALS

SCHWAS BASICS
& Ieneeschartions o SOR VRN
& SDANAN Archenectuse & Commpomedts
v Barafity of S0A0M i
Ermisg=sa Mirtwiris

SC-WAN TOMES & RULES

#  SDANAN Todwe Corilagusation

+ Trale Sueering Polcie

+  Boasvi B Deritration-Bacid Rubid
& Al ey Brvelst i Rmaorey

FERFORMANIE SLAS

* 5L Moritoring Conoepls

+ Lateracy, Jiter & Packet Loss
Meavaremant

v Dhynamic Path Selecion
»  Perlormarss-Baied Traffic Steering

= What s VDOM?
»  Esnality of Neteork Segmentation

INTRODINCTION TO
VIETUAL DOMAINS (WODK)

o Mofdti-Tanant Farewall Comtepta
o WO Typon £ Modey
& dimereg iy nasE SH-I-'IIHH'I-

& Regouncs Alocyoen &
Security halatian

REAL FIREWALL HANDS-OM -
50-WaH & VFH LIVE CORFIGURATION

10 HAMDE-ON PRACTICAL Lk SO0 Madadd

* POt ] Wi WA Falimeis Dby o s Ponauboad D 554 WPR Dapigemest

& Practbiad 88 WAN Lisl Baliniagy & Pamtioell OF) Hub B =i S0ARN Dusagr
¢ Fraiad 330 S0-WAM Jorw & Bule Ciosbgpraton ¢ Pesaiboall Dt ADKVTH Comlgaruann

s Prmciiosl el Perdoeeruncs SLA Swtop »  Panctical 0 Sngle VOO Deployment
u Practiad 05 Lieto e e VI u  Pepctica? 107 Mo YTADAN Cprdlgurst o

DEPLOYMEMT-BASED QUIT & REAL-WORLD SCEMARID ASSESSMENT
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TN R1yA TRAFFIC MONITORING & TROUBLESHOOTING

LESSON (3
LOCAL TRAFFIC

u1 LESS0N 01
LG MARAGEMENT &

REMORTING OVERVIEW

+  |nbroduciion o FoniGeie Loggng

* Typws of Logs (Traffe, Event,
Security & Systom Logs)

*  Lowcal Liog Storsge vs
Cloud Legaging

= Lo Sty Levali &
Event Cabegores

*  Log Resention B Storage
Blrat Prasctaces

= Fenifnalyzor Cranrviing

*  Log Search, Filtering &
Expating

o Complisncs & Audi
Logging Concepts

LESSON 05
REPORT GENERATION
& ANALYTICS
= Irtrodhactson o Forilaate
Reports
+ Traffsc Usage Roepons

#  Spourity Theoat Reponi

= Lisor Activity Monitoring
Reports

¢ Srhadided Ropon Genoration
+ Cusbom Repon Configuraiion
+ Dt Visualization & Analytics

* Exporting & Sharing Roeporty

T WEB :
% L r:ll:.:ll:!lz'“":.' e

LESS0M 02:
FORWARD TRAFFIC

ANALYZIS & MONITORING

*  Undertanding Ferward
Traffic Logs

+  Traffic Flos Monitoring

« Session Monitorirg & Anakysis

+  Poboy Match Verification
= NAT Translation Verfication

+ Applcation & User-Based
Trabic Visibility

*  Roal-Tine Traffic Moritosing

+  Traffic Troubleshocorting
Tachai

LESSOM 06

m TASK AUTDMATION &
TROUBLESHOOTING
TECHNIQUES

TS AUTOMATION

5 o 1o B0 AasberTiaition
Strichat

#  EverotcBladind donoeeuitaon

s Ausoerabed Alerng &
Fotific atan

= Sehédded Adeermatraties Tadki

TENUBLESHOOTIMG TECHRIOUES
s Layer-by-Layer Troubleshooting
Pelirthaseioslenery

s Conneciviy Testng Tools

= Polasy Wesihication Praces

s Roiting Troudblesheating

» VP Toblsshooting

» Debug Flow Anskys

v Porformancs Opfimicabon

MONITORING &
DAGHOSTICS

Understanding Local
Tradfa: Lesg

Audmenestratoeg Acoess
Monitor

o DS, DHCP & Mansgoment

Traffic Arabysis

= Inserface Status Monitaring

o Paclopt Cagprtuny &

Seifler Tools
CLl Disgroatic Comenands

Troubbeshooting Local
Sprdicis

U? LESSON OT.
YVIEIUAL LAE - TRAFFIC

MONITORING &
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SCENARIDS

HANDS-=11H MIETUAL LAB
EXERCISES |EVE-RE]

o [Practicsl 01:
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Practical 0d;
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Practieal 03
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LESSON D&
SECURITY EVENTS
AMALYSIS & THREAT
MONITORING

* Security Eveni Monitoring

*  |F5 Event Aunabyss

= Antivirus Theat Detoction Logs

= Wb Fitering & DG
Filtering Logs

+ 551 Ingpection Evenis
» Artack Pattern ldentfication

*  Theeat Irindligence
Integration

= Incident Investigation
& Resporse

m LESSOM D8:

REAL FIREWALL
HANDS-0M - LIVE
MONITORING &

TROUBLESHOOTING

PHYSICAL FORTIGATE PRACTICAL

= Remote dcooess to Firysical
Fingravall

«  Live Traffic Moritoring

#  Sezigity Evont Ansbris

» Real-Time Log Investigation

+ Tradfic & Policy
Tremlblethoating

+  WPH & Routing Diagnostics

=  Report Generation

#  Enberprosg Troubleshooting
Scenarios
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FORTINET CERTIFICATION
EXAM PREPARATION

#—=s YOUR PATH TO BECOME A FORTIMET CERTIFIED PROFESSIOMAL #—s

FORTIMET CERTIFICATION ROADMAP

MSE 5 MNSE &
CERTFIED CERTIFEED
FrLar | SpCLEE

Pl TR TR
FORTRET FOETIRET

MSE 5
CERTIFIED
L
MSE 3

i
CERTIFIED FOETRET

Crial S ouETY
MSE & MNSE &

FORTIRET ho ==
CERTIFIED CERTIFEED
o CLOUD
SEOCETY SOCUSETY
FORETIRET FETIRET

M5E 5
GG
Ty
P RATIONS
FEETRT

LESSOM 04: LESSON 02
FOETINET DFFICIAL EE UNDERSTANDING THE
CERTIFICATION EXAM = FORTINET CERTIFICATION
DVEREVIEW & STUDY GUIDE FRAMEWORK
Comploin Underisnding of Fortrst
Cortiication Path, Exam Stnchure &
Fraparation Strategyd () Understardesy the Fortinet Cortibed
Frunec wevaers.in, (FCF )
() Covrplete b tiratiing i Fiotoes] Deibuataies Path ) Undertanding the Fartinet Cortified
(D Fomiem Exem Srmee & Liesh Adaiiisne PO
B Exaen Prepasion Sirstegy () CoreerCuisnned Confication Roadeap
M) Pameraraiand Sty Mathach () Pevomemended Conitaaon Pach for
(D Practicsi ve Tracry-Buned Preparstion Firseeall Enginasr
MB) Resd Comtusatann Prrjuss atiins Greallivnin B}  ehany Canear Opgarmuntion
@ Tere Management dor Exam Sucosa (D) Cortification Planing Strategy
() Cormibeates Rl Aiiiridress ) Rlosk Whrkd Skt Mupps

CERTIFICATION PREFPARATION BEMEFITS

© < = Ri

Offcial Cartification Caroe Diriarvtad Essm Proparstion Inchuniry Recommendesd
Cosnclin®a s Lissrriarey Path Serutagy Cartificaton Tradk

(&) 03 LESSONS

M5SE 7
CERTIFEED
SECLE

H T
P

MSE 8
CERTIFIED
PR
LR
MSE 7 1R TeT
CERTIFEED
L0
SOy

M5E 7

CERTIFEID

LESSON 03:
GUIDE TO DBETAINING ﬁ

FREE FORTINET
CERTIFICATIONS

R ssiragy Foms FiaToraet Tisurey
S -Faidl Linaaving Flafodm
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GUNDRRIER PHYSICAL PRACTICAL WORKSHOP

LESSON 01: LESSON 02:
PHYSICAL PRACTICAL SESSION - DAY I PHYSICAL PRACTICAL SESSION - DAY 02

Hands-on FortiGate Configuration &
Real-World Deployment Scenarios

) Physical FortiGate Device Introduction
©) Firewall nterface & Port dentification
(C) nitil Device Setup & Configuration
WAN & LAN Connectivity Configuration
VLAN Configuration & Segmentation
() Firewall Policy Creation & Testing
e MAT Configuration (SHAT / DNAT)
Virtual IP (VIF) Configuration

) orcP & NS Configuration

() security Profile Deployment

€ tetic Monitoring & Log Verification
) Basic VPN Configuration

Enterprise Deployment Scenario -
Branch Office Setup

6 Real-Time Troubleshooting & Best Practices

O0POOM0O 00CHOO0HN0

Advanced Configuration, Troubleshooting &
Live Implementation

Advanced Security Policy Configuration
SD-WAN Deployment & Traffic Steering
Multi-WAN Failover Testing

Site-to-Site [Psec VPN Cenfiguration
S5L VPN Remote Access Setup

VDOM & VRF Configuration

High Availability (HA) Configuration

Advanced Routing & Policy-Based
Routing (PBR)

Log Analysis & Security Event Monitoring
Debugging & Facket Flow Troubleshooting
Performance Optimization Techniques
Real Enterprise Troubleshooting Scenarios
Deployment Validation & Best Practices

Live Q&A & Technical Discussion

PHYSICAL WORKSHOP HIGHLIGHTS

= EEE @Qb = £

100% Hards-on Instructor-Guided Industry Best
Practizal Sosganns Fortizate Firgwall Dlplq'n-nl Mm Cionfiguration Practices & Live
Access Practice Dwmranatrations
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@ CERTIFICATION

RECOGNIZING YOUR ACHIEVEMENT & EXPERTISE

Upon su:cessful participation in the training program, participants will be eligible to receive
two types of certifications:

—
CERTIFICATE OF PARTICIPATION FINAL PRACTICAL TECHNICAL CERTIFICATION

oneL ccesS

i P s L i o T
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w2
CERTIFICATE OF COMPLETION ]
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Awarded to participants whe fully Fpaprched enchsvely (o participanis who successbully

. = pass the Final Practical Exarrsnation. This cortification
-&r-:ﬂllmfndmafdd'r.&uam.ﬁgpmg.fﬂ. Bl o the paidonnt i il pak )
This cartificate recognizes active participation practical g cation skills, troubleshoots

wnad cormeretrent throughout the course, abilty, and overall compaetency level demanstrated
durirg the final aisetement.

EVALUATION & ASSESSMENT PROCESS I
The evaluation process is conducted using a skill-based marking system, ensuring that each participant
is assessod acconding 1o their practical knowledge and real-world technical capalbilities.

@ @‘..ll’@

Securmy & Bert Crwarall Technical Cortificagicon
Practices Competency Fowarc]

EMAIL :
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Thark You for Your [oiorest

in Our Training Program

THANK YOU .

We sincaraly appreciate your interest inour
FortiGate Firewall Administrator Training Program.

At ONEACCESS Networking & Cyber Academy, " "

Gur mission is 1o provide real-world, hands-on technical | nn-n-u:,'"l‘
training that helps IT professionals, Metwork Engineers, H i .

System Administrators, and Security Professionats ---- =

develop practical implementation skills and el | . .-

enterprise-level expartise in Fortinet technologies, = *

W are committed to helping you strengthen your
technical capabilities through:

Q & & &’

REAL FIREWALL ACCESS LIVE INSTRUCTOR ENTERPRISE DEPLOYMENT HANDS-0ON PRACTICAL CAREER GROWTH &
SESSIONS EXFERIEMCE TRAINING INDUSTHY READINESS
Weork with real FartiGate Lantetrs e tly dresm G empadadiara s rarl-wetpeid Build, configure, and Enhancs your shily and
Erirevall dervicrs and LAY TN deploymarit and rtwnc trodlirshoat with Becdvarge pour pralirisscnal
ETHE LR, trabner. i % praciical labs. ARG,

We lock forward to supporting your professional growth and helping you
advance your career in networking and cybersecurity,

ONE{//"{CCESS*

NETWORKING & CYBER ACADEMY
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https://web.facebook.com/oneaccess.tech
https://www.youtube.com/@oneaccesstech
https://www.linkedin.com/company/oneaccesstechnologies/
https://api.whatsapp.com/send?phone=94705727000
https://www.tiktok.com/@oneaccess.lk?_r=1&_t=ZS-95vIKgiugyX
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